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Bluesocket BlueProtect™ Client Scanning

BlueProtect is an integrated element of all BlueSecure wireless Controllers, providing client
scanning services for trusted endpoint security. With BlueProtect, IT departments can be
confident that client devices connecting to the wireless network are safe and will not
introduce unwanted threats into the network environment.

BlueProtect allows IT staff to enable easily monitor, assess, control, and enforce features of

antivirus, antispyware, firewall, antiphishing and other endpoint security applications. BlueProtect Client Scannmg
Administrators can set scanning parameters through the BlueSecure Controller administra- Fully integrated with all
tion GUI and as users attempt to log onto the network, their machines will be scanned by BlueSecure Controllers

the dissolvable client scanning agent. If the machine complies with the scan policy, it will be
allowed on the network. Otherwise the user will be redirected to a mediation page or other
status specified by the system administrator.
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With the BlueProtect Policy Generator, multiple policies can be created. Individual
policy rules for Windows, Mac OS and Linux Users can be Warned or Restricted for
each rule. Scan results are based on:

o Date of definition file
o Signature of definition file
O Last time the system was scanned against the definition file
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BlueProtect Client Scanning
Fully integrated with all BlueSecure Controllers
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Auto Definition Updates

Scanning updates (updates to reflect new releases of anti-virus software, etc.)
are hosted by a Bluesocket server and available to customers on a licensed basis.

Customer Site

Web host retrieves update
(https request)

BSC retrieves update from web hosting site
(https request)

Bluesocket Web
Hosting

Technical Specifications

Capability BlueProtect
Browser/OS support O Windows 9x, Windows
2000, Windows XP, Windows 2003,
Windows Vista, MAC OS 10.3- 10.4, Linux
O Requires java 1.4
O Option to skip unsupported OS
Dissolve agent O Yes
Modules supported O Antivirus
O Antispyware
bl k t@ O Antiphishing
vuesocke o\ O Firewall
For more information, visit our website at Admin Ul O Integrated interface; Integrates w/BSC Replication today
www.bluesocket.com BVMS will support central configuration at a later milestone
Corporate Headquarters ) )
10 North Avenue End user licensing O Application and update licensing fully managed by BSI
Burlington, MA 01803
USA
+1 781 328 0888 End client updates O 24hrs from time of release by anti-virus vendor
(new ant-virus
For all other regions including Europe, software versions)

Middle East, Africa and Asia/Pacific, please visit:

www.bluesocket.com/company-contact-us.htm
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